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Cyber security poses one of the more
significant contemporary challenges today,
resulting in the deployment of enormous
resources and its treatment in countless
papers and reports. Inevitably, the subject of
multilateral solutions is treated—suggesting
the need and efficacy of pursuing or evolv-
ing various forms of global agreements and
activities. One of the more comprehensive
recent analysis is the now two-year old
Sofaer-Clark-Diffie paper from the US.
National Research Council Committee on
Deterring  Cyberattacks, Workshop on
Informing Strategies and Developing
Options#

Using that paper and other related
material as a starting point, we examine the
nature and evolution of international col-
laborative activity related to cyber security
since its publication — with a focus on mul-
tilateral solutions. Our brief report here is
intended as an examination of the different
forms of multilateral cooperation via the
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various institutions in the context of the
extremely complex domain of cyber secu-
rity. The different forms may provide better
or worse contexts for achieving, or not
achieving, various forms of risk reduction
and agreements on what constitutes bad
behavior in cyberspace.

There are two points emerging from
this examination. The first is that in the
realm of cyber security, a formal multilateral
group with a huge mixed membership like
the International Telecommunication
Union (ITU) is not the place for operational
security activities. Communities of trust in
cyber security are both endemic and essential
—many highly compartmentalized. This
essential need is not found in more generic
multilateral venues. The second point is that
emerging functional cyber security platforms
are “triple use.” The same platforms that are
essential for network management and for
cyber security, are also used for surveillance
by all governments. These three uses inher-
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ently engender very different trust commu-
nities that are context dependent and evolve
through time—sometimes abruptly. It
should also be pointed out that these plat-
forms can be utilized by all manner of nim-
ble criminal or antisocial actors.

This article also describes what appear
to be new important attributes and con-
straints on that activity which inevitably
limit and shape future multilateral solu-
tions. This includes cyber security platforms
that have emerged such as Continuous
Security Monitoring as well as the increas-
ing use of extraterritorial action to deal with
non-state actors.

Cyber Security Fundamentals

At the outset of any review of cyber
security—given the myriad different
abstractions in use—it is essential to de-
scribe a definitive construct for purposes of
its treatment here.
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The definition provided here is a simpli-
fied derivative of the many complex ones
that have been formally adopted.5

Cyber Security consists of sets of
techniques, policies, and activities
intended to enhance trustand
mitigate vulnerabilities inherentin
the complex networked devices
and services that permeate
our lives today.

The Lukasik-Goodman-Rutkowski
graphic depiction, developed four years
ago, is also helpful in portraying what
techniques and activities are comprised by
cyber security. The diagram depicts cyber
security as five clusters of interrelated
activities: measures for protection, meas-
ures for threat detection, measures for
thwarting and other remedies, investiga-
tion and measure initiation, and legal
remedies. Highly dynamic and time criti-
cal information exchanges occur among
the components of this highly distributed,
autonomous cyber security ecosystem.

The model is essential because of an
emergent reality. All of the devices that

constitute or are attached to our informa-
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Figure 1. A model for describing cyber security.

tion communication networks today consist of
ever increasing numbers of subcomponents and
executable lines of code to provide some expo-
nentially growing numbers of services, applica-
tions and other functional capabilities counted
in the millions. There are billions of such de-
vices. All of these entities are continuously and
autonomously changing—facilitated by open-
ness in most networked devices and services
that further exacerbate the complexities and
vulnerabilities. The sheer number of potential
threats and exploits in this environment pre-
clude them ever being known. They also remain
constantly evolving, ubiquitous, and persistent.

Added to this mix of system vulnerabilities
and threats are institutional and human ele-
ments. Actors ranging from nation states to
isolated individuals are capable of creating or
exploiting vulnerabilities in these environments.
Indeed, a knowledgeable insider in even an oth-
erwise closed network environment is fre-
quently one of the most difficult threats to de-
tect and remedy. The result is a constantly
changing exercise in risk assessment and reduc-
tion.

Absolute or even a strong measureable form
of security is not possible. Important members
of the cyber security community announced in
December 2011 that that "there's no such thing

and remedies

as ‘secure¢’ any more.."¢ Subsequently
much of the cyber security community
has settled on Continuous Monitoring
(CM) as the best we can do on a large
scale at this time.” CM itself consists of
numerous platforms such as Security
Content Automation Protocol (SCAP)
and an array of related assurance and inci-
dent exchange standards and practices
designed to accomplish three things:

(1) constantly assessing the risk state
of all devices and systems,

(2) constantly watching for threats,

(3) effecting remediations as soon as

possible.

It assumes that there is no absolute
security, and that the best we can do is
manage risk. The Continuous Monitor-
ing platform is the principal ensemble
mechanism for advancing all of these ca-
pabilities. Underpinning the CM ensem-
ble are structured information exchanges
at known trust levels. CM is now diffus-
ing through numerous industry and gov-
ernment collaborative forums worldwide.

Www,FAS,0RG 13



http://www.FAS.org
http://www.FAS.org

PUBLIC INTEREST REPORT SPRING 2012

Collateral Effects of the Continuous
Monitoring Paradigm

Continuous Monitoring has arguably
emerged as the principal viable approach for
dealing with cyber security on a global scale.
This new paradigm also has the collateral
effect of reshaping and constraining multi-
lateral solutions. The benchmark test for all
multilateral solutions is: do they reduce
cyber security threat risks. Unfortunately
many multilateral organizations are ill
equipped to do this operationally. While
such organizations may have the capability
for getting agreement on broad goals in
legislative settings or even common specifi-
cations, they are not only ineffective at op-
erational roles among compartmentalized
trust communities,

but also may ad-

communities. The analysis noted that the
US. had a decided preference for dealing
among allies, “rather than through a multi-
lateral arrangement with states that have
different agendas and are less trusted.”
Continuous Monitoring substantially
exacerbates the trust concerns. Highly time
sensitive and trusted actionable informa-
tion is constantly needed, and that is some-
thing which multilateral organizations are
notoriously bad at. In organizations like
the ITU, even relatively benign national
telecommunication statistical information
has been provided well after deadlines and
regarded as so manipulated that it created
secondary opportunities by third party
companies and agencies to compile more
trustworthy statistics.? Indeed, multilateral
organizations are
generally bound
to accept pro-

versely affect the
risk equation by
possibly adding
more threats from
the interposed mul-
tilateral organiza-
tion itself.

For example,
intergovernmental
organizations in
particular are
highly vulnerable
to insider treats.
The broader ge-
neric organizations
are beholden to
fixed requirements
for established na-
tion state propor-
tions that treat all
countries and their
contributed staff as
equal at the same trust level. Because staff
are sponsored and approved by their nation
states, the result is that broad global multi-
lateral organizations in the UN system have
rather low trust levels that presume the exis-
tence of extensive insider threats. North
Korean staff is assumed to have the same
trust level as staff from the United King-
dom.

The concerns here are not new. The
Sofaer-Clark-Diffie analysis treated a num-
ber of requirements in order for multilateral
organizations to be useful. One factor was
“trust” They noted that cyber security is
highly dependent on dynamic trust
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Continuous
Monitoring has
arguably emerged
as the principal
viable approach
for dealing with
cyber security on
a global scale.

vided informa-
tion as fact and
cannot inde-
pendently ques-
tion what they
receive. Even
where the multi-
lateral organiza-
tion might be
providing the
information
based on some
third parties, the
organization
may be introduc-
ing a further
element of dis-
trust by impos-
ing itself in the
middle.

The Flame Incident as a Multilateral
Trust Challenge Example

On May 31, 2012, ITU Secretary-General
Hamadoun Touré issued a press release an-
nouncing via a special relationship with the
Russian cyber security firm Kaspersky Labs
that the ITU was assisting the Iranian gov-
ernment with newly discovered malware
dubbed “Flame;” and that his office in-
tended to play a leadership role to deal with
new global cyber security threats.

Flame is a prime example of why
governments and industry must work
together to tackle cyber security
atthe global level. Earlywarning of
new threats is vital and it is critical
thatbestpractice on required
corrective stepsis shared in order to
best protect the global information
society. This is the value in building
aglobal coalition.”!?

What Touré apparently didn’t know or
wasn’t told is that Flame was relatively
common surveillance software that multiple
cyber security organizations had been fol-
lowing and not a new massive global secu-
rity challenge nor a threat to the “global
information society”!! Indeed, the day
before the ICSCERT (Industrial Control
Systems Computer Emergency Response
Team) and the USCERT (United States
Computer Emergency Readiness Team)
released a joint advisory detailing its charac-
teristics, explaining that it was designed to
steal information, was confined, and de-
scribed how to mitigate its propagation.2

The next day the New York Times pub-
lished a front-page article based on anony-
mous high-level US. government sources,
described a broad program of software
based agents designed to support global
actions for limiting nuclear weapons
proliferation.!? Although the details are not
entirely known, it appears as if Flame may
have been deployed by some governments to
assess and watch for nuclear security threats.
Subsequent press coverage and online dis-
cussion has continued to question the ITU
actions in the matter and its role.1

Additional Impediments to
Multilateral Solutions

CM is not the only factor that has an im-
portant effect on the use of multilateral
solutions.

National borders are largely irrelevant
and non-state actors abound in the cyber
security realm. In fact, the non-state actor
challenge worldwide has led to nations such
as the U.S. adapting centuries old maritime
and warfare law to create new doctrines of
“long arm jurisdiction.” Such adaptations of
old law have been applied to an array of
“kinetic” initiatives, such as the use of
drone aircraft, and is arguably a necessary
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means for dealing with non-state actors in
the cyber security realm. It is not realistic
for large multilateral organizations to pro-
vide comparable capabilities because of need
to coordinate resources among multiple
nations in real time.

Cyber security technology is also dual
use. Some of the same techniques that are
used for cyber security can be used for sur-
veillance of adversaries—both domestic and
foreign—and are indeed marketed as such
by vendors. The knowledge and expertise
largely exists in the private sector and in a
few state security communities. Large multi-
lateral organizations have no effective means
of compartmentalizing their information.
As a result, no rational state is likely to dis-
pose of its strategic advantages in these areas
by making actionable information available
to every other nation in the world through a
multilateral organization.

Operational Network Security
Roles Are Historically Difficult

As Sofaer-Clark-Diffie noted, there is no
real multilateral body today in the field of
information networks. Even in eras when
the technology was less complex, multilat-
eral organizations such as the ITU were
unable to deal with relatively simple “cyber
security” conflicts. Going back to the initial
1850 Dresden Convention on the Electrical
Telegraph, a general escape clause was in-
serted that the signatories may avoid any
specified treaty obligation when national
security interests were at stake.

Over the years, when disputes did arise
—for example, in the radio spectrum
domain which is functionally an open
global network similar to the Internet— the
ability of the ITU to resolve disputes was
usually not possible. Many states such as the
USS. refused categorically to accept any ITU
dispute resolution jurisdiction.!s

One particularly outstanding institu-
tional example of a failed dispute resolution
mechanism consisted of the International
Frequency Registration Board, created in
the spirit of multilateral idealism in the late
1940s. The Board barely got started before
the Cold War began and the interest in its
ability to perform a quasi-judicial role to
resolve disputes over spectrum usage all but
disappeared. For the past 50 years it has
remained as essentially a dormant organ of

the ITU16
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Useful Multilateral Organization

Roles

There are significant roles to be exercised that
have demonstrated value over many years and
across multiple institutions. The most
prominent and enduring of these value
propositions are agreements on the technical
formats and capabilities for exchanging cyber
security information within diverse trust
relationships. This approach is exemplified in
ITU sector work, the Convention on Cyber-
crime, and a number of other multilateral
cyber security activities today.

An example of multilateral cyber security
activity that has provided global value, while
avoiding counterproductive operational roles,
has been ongoing in the ITU's technical
standards body —the ITU-T— for the past
three years. It has been successful in pulling
together cyber security experts and bodies to
assemble the specifications for techniques
and activities intended to enhance trust and
mitigate vulnerabilities. The activity involved
almost constant, extensive “social network-
ing” style collaboration with other groups
where the real cyber security work has been
ongoing among large numbers of companies
and experts who participate in their own
specialized forums.

These specifications dubbed CYBEX
(Cyber Security Information Exchange) were
published and continue to be advanced in the
IETF (Internet Engineering Task Force),
FIRST (Forum of Incident Response and

Security Teams), and other bodies in col-
laboration with ITU-T which provides for
broader outreach and consensus. They are
based on actual specifications in use, and

specifically include the most advanced cur-
rent techniques for exchanging detailed
technical information concerning Flame-
like malware and other threats as well as
their remediation. Continuous Monitoring
is included. This work focused—as the
name implies— on getting global agreement
on “structured expressions” for exchanging
in a coherent fashion, all manner of cyber
security information and avoids duplicating
specifications existing elsewhere.

Cyber security operations tend to be
especially complex and sensitive as the ac-
tual exchange of the information inherently
involves diverse compartmentalized trust
communities who constantly collaborate
among themselves.

The Cybercrime Convention is com-
prised of member states worldwide and has
47 signatories of which 35 have ratified. It
establishes predicates for signatories in terms
of their internal capabilities as well as con-
tacts. The Council of Europe provides secre-
tariat repository and other services. The
Convention did not create an operational
organization, but only the predicates for
information exchange and trust relationships
among its signatories.” Its signatories also
meet annually and share views on global
developments that will affect them, and the
secretariat does significant outreach and

FAS.OR 15


http://www.FAS.org
http://www.FAS.org

PUBLIC INTEREST REPORT

research to assist potential signatories. The
Convention has an expert and active secre-
tariat. It helps get countries to agree to defi-
nitions of criminal cyber behavior and in-
corporate that and procedural law into their
national laws.18

Additional examples of effective multi-
lateral cooperation ensuing over the past
several years include the establishment of
the Common Criteria Recognition Agree-
ment (CCRA) and its creation of the
Common Criteria Development Board
(CCDB) among more than 20 nations.!?
The Common Ciriteria is the driving force
for the widest available mutual recognition
of secure I'T products. Recently, the CCDB
has begun moving forward to promulgate
and implement the Continuous Monitoring
and SCAP suites.20

The NATO Consultation, Command
and Control (C3) Agency has also been
successful as a multilateral organization in
moving forward with implementations
among a broad ensemble of allies under the
acgis of a Cyber Defense Data Exchange
and Collaboration Infrastructure
(CDXI)2! The emphasis in NATO is
generally oriented around assessing risk and
managing trustworthiness. CDXUI’s special
value is its ability to demonstrate how to
successfully implement CM and share in-
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formation within a strong multilateral secu-
rity alliance among a diverse membership.

The European and Information Secu-
rity Agency (ENISA) provides a mechanism
for achieving cyber security solutions under
the EU Treaty of Rome among member
states. It has come to play an important role
over the past two years in identifying insti-
tutions and exchanging related information
similar to other multilateral endeavors.22 Its
focus includes European CERTs, CIIP and
resilience, identity and trust, risk manage-
ment, secure applications and services, and
stakeholder relations. One of its important
roles is to serve as a common means for
coordinating the national CERTS within
Europe.

The Forum of Incident Response and
Security Teams (FIRST) is a private inter-
national organization that consists of many
national governmental organizations
dealing with incident response and
remediation.?? Strictly speaking, FIRST is
not a multilateral organization but one that
deserves status of "quasi-governmental” be-
cause of the extent to which governments
are involved, as well as its uniqueness and
extensive role in the cyber security arena.
FIRST has also been given International
Organization status by the ITU nation state
members.
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Notably, FIRST includes the National
Computer Network Emergency Response
Technical Team / Coordination Center of
China (CNCERT/CC). The CNCERT
plays the principal role within China in
dealing with cyber security responses—
particularly with external bodies—and
hosts related expert workshops.

In addition to coordinating and facili-
tating responses to cyber threats and attacks
among its different trust groups, FIRST
maintains its own Special Interest Group
standards forms for developing CM related
standards. The Computer Vulnerability
Scoring System (CVSS), for example, oper-
ates in conjunction with the Computer
Vulnerabilities and Exposures (CVE) stan-
dard to enable the only global means for
exchanging vulnerability information and
assessing the associated risks. FIRST was
created in 1989 and now consists of 260
teams across S5 countries.

What all of these multilateral activities
in cyber security have in common is their
focus on the technical formats and capabili-
ties for exchanging information within

diverse trust relationships. Ml
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